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GIRIS

Spam mail herkesin sikayetci oldugu genel konu.Bu baglamda mail trafiginizi kuracaginiz
bir smtp gateway lizerinden gegirerek nasil spam maillerden kurtulacaginizi anlatmaya
calisacagim.

Ihtiyacimiz olan isletim sitemi PF olan herhangi biri (OpenBSD, FreeBSD, NetBSD,
DragonflyBSD) .Genel kullanim ¢oklugu g6z oniinde bulundurarak FreeBSD sec¢tim. PF 'in
konuyla ne ilgisi var derseniz, Spamd OpenBSD tarafindan gelistirilen ve PF ile birlikte
calisan bir uygulama.

Spamd uygulamasi, bilinen iyi istemcileri mail sunucunuza yonlendirir. Ayni1 sekilde bilinen
kotii istemcileri de tarpit’e. Son olarak gelen her yeni istemciye, iyi veya kotii istemci
oldugunu bilmeksizin, sonra tekrar deneyin der.

Bunun sonucunda istemciler ii¢ gruba ayrilir;

« Whitelist : iy1 olarak bilinen istemciler
« Blacklist : kot olarak bilinen istemciler



o Greylist : 1y1 mi kétii mii bilemiyoruz, ama zamanla kararimiz1 verilecek.

Soru : Ben Postfix degil de Qmail kullantyorum, sorun olur mu ?
Cevap : Istediginizi kullanabilirsiniz, bu ¢6ziim MTA bagimsizdur.

DONANIM SECiMi

Spamd sistem kaynaklarini tiiketmiyor ama Clamav icin biraz ram ve P4 2.0 (dengi AMD
de olur) veya daha iistii iyidir.

FreeBSD KURULUMU

FreeBSD kurulumunu bildiginizi varsayarak, miisadenizle isin kolayina kagiyorum. Kurlum
icin iistad Onur Bektas'in daha once hazirladigr “FreeBSD Sunucu Optimizasyonu ve
Giivenlik Ayarlar” dokiimanindan faydalanabilirsiniz.
http://csirt.ulakbim.gov.tr/dokumanlar/freebsdopguvenlik.pdf

FreeBSD f{izerinde PF igin;

/etc/rc.conf dosyaysina agsagidaki satirlari eklemeniz yeterli.

pf enable="YES"
pflog enable="YES"
pf rules="/etc/pf.rules"

Calisan sitem iizerinde PF 'i yliklemek i¢in;

# kldload pf

# kldstat

Id Refs Address Size Name
1 8 0xc0400000 6721fc kernel
2 1 0xc0a73000 58554 acpi.ko
3 1 0xcd4eb5000 16000 linux.ko
4 1 0xc5e20000 2d000 pf.ko

# pfctl

e

# pfctl -s all



POSTFIX + CLAMAV + RELAYDB + SPAMD

Burada anlatilanlar postfix i¢in , siz istediginiz MTA 'y1 kullanabilirsiniz. Eger MySQL
ile ¢alisan bir yapilandirmaya sahipseniz, postfix-mysql destekli kurmakta fayda var.

cd Zusr/ports/mail/postfix-current/ && make install clean
cd Zusr/ports/mail/clamav/ && make install clean

cd Zusr/ports/mail/clamsmtp/ && make install clean

cd Zusr/ports/mail/relaydb/ && make install clean

cd Zusr/ports/mail/spamd/ && make install clean

HHHFEHHR

Kurulum bittikten sonra /etc/rc.conf dosyaysina asagidaki satirlari ekliyoruz;

postfix enable="YES"
sendmail submit enable="NO"

sendmail outbound enable="NO"
sendmail msp queue enable="NO"

clamsmtpd enable="YES"

clamsmtpd conf="/usr/local/etc/clamsmtpd.conf"
clamav_clamd enable="YES"

clamav_freshclam enable="YES"

pfspamd enable="YES"

pfspamd flags="-n smtpgw -g"

Spamd ‘yi greylist modunda ¢alistirmak i¢in;

|# mount -t fdescfs fdescfs /dev/fd

/etc/fstab asagidaki satir1 da ekleyin;

|fdescfs /dev/fd fdescfs rw 0 0

POSTFIX AYARLARI

/usr/local/etc/postfix/main.cf 1i¢in ;



mail owner = postfix

myhostname = mx.univeriste.edu.tr

myorigin = S$Smyhostname

inet interfaces = all

mydestination = $myhostname

unknown local recipient reject code = 550

relay domains = universite.edu.tr

alias maps = hash:/usr/local/etc/postfix/aliases
alias_database = hash:/usr/local/etc/postfix/aliases
unknown address reject code = 550
unknown client reject code = 550

unknown hostname reject code = 450

content filter = scan:127.0.0.1:10025

transport maps = hash:/usr/local/etc/postfix/relay transport

## Bundan sonra yazilanlari Postfix ayarlariniz ve bilginiz dodrultusunda ekleyiniz.

smtpd reject unlisted sender = yes

smtpd helo restrictions =check helo access hash:/usr/local/etc/postfix/helo access,

reject invalid hostname,
reject non fgdn hostname

smtpd recipient restrictions = permit mynetworks,
reject unknown recipient domain,
reject non fgdn recipient,
reject unauth destination,
reject rbl client sbl.spamhaus.org

smtpd client restrictions = permit mynetworks,
reject unknown reverse client hostname,
permit
mime header checks = regexp: /usr/local /etc/postfix/maps/header checks
header checks = regexp: /usr/local /etc/postfix/maps/header checks

show user unknown table name = no

## mysgl'den user dodrulamak ic¢in kullanilacak
relay recipient maps = proxy:mysqgl: /usr/local/etc/postfix/mysql/aliases.cft,

proxy:mysqgl: /usr/local/etc/postfix/mysgl/remote aliases
# Tuning
smtpd soft error limit = 3
smtpd error sleep time = 10s

default process limit = 200

minimal backoff time =1500s
maximal backoff time =6000s
maximal queue lifetime = 1d
bounce queue lifetime = 1d

# touch /usr/local/etc/postfix/relay_transport
# vi /usr/local/etc/postfix/relay transport

.cf

universite.edu.tr smtp:ip adresi (smtp sunucunuzun ip adresi)

/usr/local/etc/postfix/master.cf i¢in ;



# For virus..
scan unix - - n - 16 smtp
-0 smtp send xforward command=yes

127.0.0.1:10026 inet n - n - 16 smtpd
-o content filter=
-o
receive override options=no_unknown recipient checks,no _header body checks
-o smtpd helo restrictions=
-o smtpd client restrictions=
-o smtpd sender restrictions=
-o smtpd recipient restrictions=permit mynetworks,reject
-o mynetworks style=host
-o smtpd authorized xforward hosts=127.0.0.0/8

CLAMSMTP AYARLARI

/usr/local/etc/clamsmipd.conf igin

Listen: 0.0.0.0:10025

Action: drop

Quarantine: on

# en son satira

VirusAction: /usr/local/sbin/virus/blackvirus

RELAYDB AYARLARI

# mkdir /usr/local/sbin/virus
# vi /usr/local/sbin/virus/blackvirus

#!/bin/sh

cat $EMAIL | /usr/local/bin/relaydb -b -f /var/db/virusdb/virus ip
rm -f SEMAIL

# vi /usr/local/sbin/virus/clear_virusip_ whitelist

#!/bin/sh

for erase in " /usr/local/bin/relaydb -41b -B +10 -f
/var/db/virusdb/virus ip"

do

/usr/sbin/spamdb -d Serase

done

yazip kaydedin.



# chmod +x /ust/local/sbin/virus/blackvirus

# chmod +x vi /ust/local/sbin/virus/clear virusip whitelist
# mkdir /var/db/virusdb

# touch /var/db/virusdb/virus_ip

# touch /var/db/virusdb/whitelist

# touch /var/db/virusdb/blacklist

# chown clamav virus_ip

SPAMD AYARLARI
# cp /ust/local/etc/spamd.conf.sample /usr/local/etc/spamd.conf

/usr/local/etc/spamd.conf dosyasinin en altina eklenecek ;

relaydbvirus:\
:black:\
:msg="VIRUS. Your address %A is in my virus database list.":\
:method=exec:\
:file=/usr/local/bin/relaydb -41b -m -3 -B +10 -f
/var/db/virusdb/virus ip:

relaydbblack:\

:black:\
:msg="Your address %A is in my blacklist database.You don't allowed to
send message to our domain.":\

:method=file:\
:file=/var/db/virusdb/blacklist:

whitelist:\
:white:\
:method=file:\
:file=/var/db/virusdb/whitelist:

CRONJOB
# crontab -¢
29,59 * * % % /Jusr/local/sbin/virus/clear virusip whitelist 2> /dev/null
0,30 * * *x *x /usr/local/sbin/spamd-setup

# her pazar virus databaseini temizle

0 0 * * 6 /usr/local/bin/relaydb -db -W 0 -B -20 -m +7 -f
/var/db/virusdb/virus ip

# 30 glin sonra girdileri sil

0 01 * * /usr/local/bin/relaydb -db -W 0 -m +30 -f /var/db/virusdb/virus ip
58 * * * * /usr/sbin/ntpdate tr.pool.ntp.org | logger -t NTP

pf.conf AYARLARI



ext if="bgeO" (dcO, fxp0 yada herneyse)

table <spamd> persist

table <myblack> persist

table <spamd-white> persist file "/var/db/virusdb/whitelist"

rdr pass on S$ext if proto tcp from <spamd-white> to port smtp \
-> 127.0.0.1 port smtp
rdr pass on S$ext if proto tcp from <spamd> to port smtp \
-> 127.0.0.1 port spamd
rdr pass on Sext if proto tcp from !<spamd-white> to port smtp \
-> 127.0.0.1 port spamd

set skip on 100

block in log all

block in quick on Sext if proto tcp from <myblack> to port smtp
pass in on S$ext if proto tcp from any to Sext if port 22 keep
Sstate

pass in on Sext if proto tcp from any to Sext if port 25 keep
state

pass out keep state

SPAMD LOG

/etc/syslog.conf eklenecek;

!'spamd
daemon.err;daemon.warn;daemon.info /var/log/spamd

# touch /var/log/spamd

Sunucu kurulumunu bu sekilde bitirmis olduk.
Isinize yarayacak birka¢ komut;

# spamdb | grep 193.140.83.6
WHITE|193.140.83.6|111704170311117042584511173536269(310

pfctl -t spamd-white -T show
spamdb | grep GREY

man spamd

man spamdb

man relaydb

man pf
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