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* |Pv6 gecis yontemleri
— Ikili yigin (dual stack)
— Tunelleme
— Cevirici (translator)

* Gecis yontemlerinde guvenlik
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IPv6 Gecis Yontemleri

e Ikili yigin

Uygulama Katmani

Ulasim Katmani

IPv6 IPv4

Fiziksel Katman
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IPv6 Gecis Yontemleri

« Ikili yigin -> guivenlik
— Ikili yigin mimarisi, diger IPv6 gecis yontemlerinin de
merkezinde !!

— Modern isletim sistemlerinde (Microsoft Vista, Linux,
Mac OS X, vb) IPv6 destegi varsayilan olarak aciktir.

— IPv4 icin alinan butin guvenlik onlemleri IPv6 igin de
alinmalidir.

— |IPv6 destegi bulunmayan aglarda bile, ikili y1gin
dagumler IPv6 saldirilarina acik olabilir.

CORE-2007-0219:
OpenBSD's IPv6 mbufs remote kernel buffer overflow
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CVE
2009-3641 10/28/2009 Snort

2009-3164 09/10/2009 Sun Solaris10, OpenSolaris
2009-2698 08/27/2009 Linux cekirdegi

2009-2208 06/25/2009 Freebsd 6.3, 6.4, 7.1, 7.2
2009-2187 06/25/2009 Sun Solaris10, OpenSolaris
2009-1906 06/03/2009 IBM DB2

2009-1360 04/22/2009 Linux gekirdegi

2009-0634 03/27/2009 Cisco 10S 12.3-12.4

2009-0633 02/04/2009 Cisco 10S 12.3-12.4

2009-0418 02/04/2009 HP -UX B.11.(11-23-31)
2009-0304 01/27/2009 Sun Solaris10, OpenSolaris
2008-3816 10/23/2008 Cisco ASA 5500, PIX 7.2.4.(9-10)

IPv6 Gecis Yontemleri

2008-4404 10/03/2008 IBM zSeries servers
2008-2476 10/03/2008 FreeBSD, OpenBSD, NetBSD, Forcel0 FTOS, Juniper
JUNOS ve Wind River

2008-3530 09/05/2008 FreeBSD, NetBSD
2008-3686 08/14/2008 Linux cekirdegi
2008-1576 06/02/2008 Mac OS X

2008-2136 05/16/2008 Linux cekirdegi
2008-2085 05/12/2008 SIPp3.1

2008-1153 03/27/2008 Cisco 10S 12.(1,2,3,4)
2008-1057 02/28/2008 OpenBSD 4.2
2008-0177 02/07/2008 KAME Project
2008-0630 02/06/2008 MPlayer

2008-0352 01/08/2008 Linux ¢ekirdegi
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* Tlnelleme yontemleri

IPv6 bashg Yararh Veri Yiiki Orijinal IPv6 paketi
IPv4 | 1 1pv6 bashgi ||  Yararh Veri Yiikii Paketlenmis paket
bashg:

= Configured tunneling

= Automatic tunneling

"6to4

» |[SATAP (Intra-Site Automatic Tunnel Addresing Protocol)
» Tunnel Broker

» Teredo

= DSTM

» Cisco 6PE

= 6 over4
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IPv6 Gecis Yontemleri

e Tunelleme yontemleri -> guvenlik

— Genel olarak tinelleme yontemi kullanan tim gecis
mekanizmalari agda guvenlik sorunlari olusturmaktadir.

— Tunelleme mekanizmalarinin hicbirinde kimlik
dogrulama, butunluk kontrolu ve gizlilik 6geleri yerlesik
olarak bulunmaz.

— Erisim kontrol listeleri ve ates duvari kurallariyla
korunan bir aga, basligi bu kurallara uyan bir paket
tinel icerisinden gonderilirse, i¢ aga erisim saglanabilir.

— Tunel enjeksiyon + dinleme ...
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* Tunelleme yontemleri -> guvenlik

i1Pv4: 10.10.10.10 > 1Pv6: 2001:db8:10::1 ->
9.9.9.9 2001:db8:8::1

Y1
IPv4: 9.9.9.9

Y2

IPv4 Agn

IPv4: 10.10.10.10

2001:db8:9::/64

2001:db8:10::/64

IPv4: 9.9.99 -> IPv6: 2001:db8:10::1 >
8.8.8.8 2001:db8:8::1

2001:db8:8::/64

IPv4 = i
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e Tunelleme yontemleri -> guvenlik

i Saldirgan

IPv4: 10.10.10.10 > IPv6: 2001:db8:8::1 ->
9.9.9.9 '2001:db8:9::1 TCP SYN

IPv6: 2001:db8:8::1 ->
2001:db8:9::1 TCP SYN

IPv6: 2001:db8:9::1

IPv6: 2001:db8:9::1 >

2001:db8:8::1 TCP SYN + ACK | \2001:db8:8::/64
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IPv6 Gecis Yontemleri

« Cevirici yoOntemleri

IPv4 Bashgi

Ulagim katmani
Bashgi

Veri

IPv6 Bashgi

Parcalama bashgi
(varsa)

Ulagim katmani
Bashgi

Veri

IPv6 Baslhigi
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Parcalama baslhig:
(varsa)

Ulasim katmani
Bashgi

Veri

IPv4 Bashg

Ulagim katmani
Bashgi

Veri
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Cevirici yontemleri

» SIIT (Stateless IP/ICMP Translation)

*NAT-PT (Network Address Translation-Protocol Translation)
» Bump in the Stack (BIS)

= Bump in the API (BIA)

» Transport Relay Translator (TRT)

» SOCKS
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Cevirici yontemleri

NAT
IPv6 &0 gegich

2001:DBB:ABCD::15 IPvd havuzu
10.10.10.0/24

1

cscscsssassssand

Kaynak: 2001:DB8:ABCD::15
Varig: 192,168.100.15

4 Cevirme

‘...--.--.--....

Kaynak: 192.168.100,15
Varig: 2001:DB8:ABCD::15

IPv4 <> - A 28 B
y uuxsm T R

L.

192.168.100.15

2

censansasessass)

Kaynak: 10.10.10.30
Vang: 192.168.100.15

3

‘--.-..-.----..-.

Kaynak: 192.168.100.15
Varig: 10.10.10.30
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Cevirici yontemleri -> guvenlik

— Cevirici yontemlerinin IPv6 gecis calismalarinin ilk
zamanlarinda gelistirildigi ve ikili yigin galisamayan
eski cihaz ve igletim sistemleri icin tasarlandigi
unutulmamaldir.

— Kullanilan ceviriciler DoS saldirilarinin hedefi olabilir.
— Uctan uca guvenlik yok (IPsec)
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